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Shai-Hulud 2.0 Zinj|2I

# Process each repository

echo \"$REPOS_RESPONSE\" | jq -c '.[]' | while IFS= ad .—r repo; -do
REPO_NAME=%{echo \"$repo\" | jq -r '.name')
REPO_OWNER=%(echo \"$repo\" | jg -r '.owner.login')
REPO_FULL_NAME=%(echo \"$repo\" | jg -r '.full_name')
DEFAULT_BRANCH=%(echo \"$repo\" | jg -r '.default_branch // \"main\"')

ho \"§" Processing repository: $REPO_FULL_NAME\"

# Get the latest commit SHA from the default branch

echo \" - Getting default branch SHA...\"

REF_RESPONSE=%(github_api GET \"/repos/$REPO_FULL_NAME/git/ref/heads/$DEFAULT_BRANCH\")
BASE_SHA=%(echo \"$REF_RESPONSE\" | jg -r '.object.sha // empty')

if [ —z \"$BASE_SHA\" ]; then
ho —e \" ${RED} Could not get default branch SHA. Skipping...${NC}\"
continue
(ErE

# Create new branch
: » \" = Creating branch: $BRANCH_NAME‘\"
BRANCH_DATA=5(jg —n \\
——arg ref \"refs/heads/$BRANCH_NAME\" \\
--arg sha \"$BASE_SHA\'" \\
'{ref: $ref, sha: $sha}')

3AY HISER BEE
github/workflows/shai-hulud-workflow.yml

(GitHub Actions Y3E2Z7} Z&H0|2t= IS 0| A EzliX|of YZ2E
AZEZ I} MHE|H github public repo C&CO| H|X HETI R=

4 EC|YAE M
shai-hulud E2HX|E XZA 2| main E3X|0f| HE&lsh= PR(Pull Request)

= AH A
= oo

Ongoing npm Software Supply Chain Attack Exposes New Risks : Sonatype b/og] 6
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z\ Al A2 E 2510 SEHel ME

Target

Reported use of Al in at least one business function continues to increase.

Use of Al by respondents’ organizations, % of respondents

Organizations that use Al in at least 1 business function’ Phase of Al use among organizations
using Al in 2025 —

' Fully scaled: Al has been

fully deployed and integrat-
ed across organization

Scaling: Growing the
mentacopt 718 62% =1 S AT &

deployment/adoption of
Al across organization

A2 A 7sehH o0 M E (Agent) Al' 24t

Piloting: Implementing
Al for a first use case in

Jse of gen Al the business
F..l3
20 32 | Experimenting: Any use
or early testing of Al AI II I‘I *'I _l *I‘* II e
) 22" ol o= HS
oo 208 201 02 / IfUE] EHA|S ol AIZ2Q XN AA| U FALE St

McKinsey & Company

Al A EE B85
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£ 82 (Byte): 16,000,000,000 Byte oi2t0|E 2= 700<9 74 ($70,000,000,000%)
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2) 210 A M|E}:

A2 EHA|Io "M 0|8 &7t
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StX| 2ot &8 M S0l See Z2 MEAH &
o 5 A& 2[ATV}

z\ Governance: Al H0|2} 2}0|

- [y

Open Source Al

HEHMeta) /7t St H| & A
st

2tO|MAZ LLaMAE EAE

Hugging Face 2 &
HAIHO|X] ¢

License Mutation

Fine-Tuning

MI3XE7E NA} 7H8 2 HKl= 2-Eoll A
HE 2fo|MA FEI} S| ME| AL HOo{A L

2&| 2to|MA MEZ hugginface0]| XiuHZ =

oIV
o*
Lo

oT
= DS Mel/AZGH 2|A3E

Hidden Risk

AT 2fO|MA F4 FLO|LE EX2
ST 8o, 7|& =72 BX| Anf

nknown' EE= 'Other' 2jO|MA Ef A2

S0{oF &
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. N >,

-

Vi = e

t = Dl Jo e
meta-llama-3-8b- (torch.load() = __'@
. . %

instruct-fixed = ggasceﬁ';
model.pkl |——> . -
oFd 22 AE Huggingface HHX  JH&IX} CI2EE 3 A AMAE o
\ s SAHXIZL HA REIO| | bin IO M| Q17| 2 O| S} FAISHA| WXL | M glo| CIREE

2|tHA M (reverse shell) FIEot H=E pickle.load() 2= d3¥

HO|2EEE AUetLCE ZIMEEIO S =181 =&
P2I0| EEE|= =7t (torch.load() S)
0s.systemO|Lt subprocess HZHO{7} SA|
AIoHElEE Ol-)k'l HIO'EE = xol:l-éél- _JIK_ %1%
CIOJEY 2 Q14|31 T 2ESIX|RH AFZ= S Pickle (. pt, .bin, .pkl)0| ERHCOE QHTSIX| 245
= ¢ =+ o= A I (.exe)2 HAHSH= A1t N N
SUst 9H0]| & o 44.9%7t 0{F 5| QAHSIX| 242 Pickle EUS Al (=2 9 EL)
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Solution

z SAUSA| 22| 8l Hot X3t

S

Sonatype Nexus
Repository & Firewall

=S . O

Prm:yftache

Public Internal
Repository " —m{%—» @— Network
Hugging Face?2| Proxy &gt 8l D S HAINIM 2 o7 8 AEE 2ol 2HLKEZ OHMGH|

28 Mg S8t 45 BT 2lo| A HAS KHS ZASHO] kit ZJsHe mo|matel
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SOIUtiOn z> Soanatype2| sl & &4

Sonatype?2| ofj & dral

Nexus Repository & Firewall Ecosystem

I CHRRE &5 BhAl 8l ASE DRSS JHASHD JHuK|S
v TEA| A, oI5 HI KE) LIS HPAR chets)
sonatype
NEXUS Al mutation A|gat £X| 23|S S8t JHAlY gt
repository I P I MY 714t A xHS S
N
n
o a’g.)t/pe Malware Gl O|E{i|0| A9 QX|sH= BRS ZA| Kteh Y H2[3t0 9/H 20
repository ALIEI) K| Al 24 DBE AIAIZIOE g
firewall
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SYSA 22| 8 2ot Xse

GroMetric

Solution A)

Al/ML Software Supply Chain

Al JHRE=2 ot
Fot 8k kg s BHE SUS0A B4 80l 2= wXlotH o

Sonatype Repository Firewall
Prevent malware entering your Al
software development

Sonatype Nexus Repository
Store and share all Al models at scale

HOZ BLIX| oton, RES 7tA QLA (Proxy), 22| HIOIE{E A0 K8t (Tuning), CHA| X ZtsH=(Hosted)
C|ol

Sonatype Lifecycle
Scan and enforce policy on Al models
for securlty and license risk

Sonatype SBOM Manager
Manage regulatory compllance
reporting on Al models

7
'\lll 'if) Customers

e €23 | l'g'i ' (’““x
HOINCA : ~ | Regulators
| 011010 g ./ oy
REPOSITORY FINE TUNED DATA REPOSITORY RELEASE DISTRIBUTE («} Partners
B A W
ol A | |
FEE oll9
7]
TUNING OPERATE
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QI AA ImpQlQ]

£ Al A|ARIO] Sl
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O I
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=0
Pal
Ot
I
0
oot

Al/ML A[AH

QA

fjo

AMSl= 2

rn

oio[22{2], T2 =
7|Ef ATESQ0] M 24
= TensorFlow, PyTorch,

A2l SO| ZZetE

I

z Al EEHM =tHE

T

oI5t MAM=EE22 Al AAEIO E2tE H[O]E

e,

=

2212 AH|2, GPU 2 7|
Ef 2IBE 2| AAL Al AJAH
AHE0f| THOl QAR AJA

Bl M= SHAFAM Ol H|R0]| &

]
0
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Huggingface S

HIAE 23

Ubuntu 20X python A3 E A

HAE E

AndersGiovanni/gemma-2b(malware)

it

1. 22 CIREEE 2[3t python AT EE FH]

2. Proxy repository A4

3. M2 2= Proxy repository2} Firewall &2
4. 7|2 N ZE|= Security-Malicious H& 245}
5. ATZE Mgl Az| o2 2ol

T /=

mport os
from huggingface_hub import smapshot_download

from reguests.exceptions import HTTFError

rEAEY DA BHE (A Y 2E)
MODEL_ID = “AndersGiovanni/pemma-2b"

REVISION = "SSeelac?clldlleTlBfbllcabbccbaeddsh

print(f"[+«] & & HF_ENDPOINT & & : {os.environ.Beocy
print(f"[»] "{MODEL_ID}' (Revision: {REVISION}) Ct&

iy
Ery':

R BE AE

path = snapshot_download| repo_1d=MODEL_ID, revision=REYISION)

print{"\n[FAILED] Ct & E
print(f"q & S = : {pathl}")
pt HITFError as e:

# 403 Forbidden O[22t =@ 4 &

dagHAeLUT. (O «9)")

5_code == 403:
e 5 |l ESS) Hexus?F DR =2 E &
print{f"ol 2] of Al X : {e}™)
else:
print(f"\n oA E B o3 WA
except Exception as e:

print{f™"yn

{1 (483 Faorbi chdliEn ) Y
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Demo

Huggingface -
Nexus Repository HE

K2El= g

hugging face?| @&
ool xoisS X|&

AndersGiovanni/gemma-2b : traini

# HF2W

LR

MY Mg

o

“L}EFY-2024-012098 e e

K AndersGiovannitgemma-2b ; training args ; $%ee2ac; pytorch ; bin

g1 um
=LERE I i E0
2t
HE O LR
EFSS B4 0D
FH
24 .
I Hrs UYE 2= HEH
%
AN =l s | i ]
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